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Abstract

Theaviationindustryis graduallymoving toward the useof integrated
modularavionics(IMA) for civilian transportaircraft, potentiallylead-
ing to multiple avionicsfunctionshostedon eat hardware platform.
Animportantconcernfor IMA is ensuringthat applicationsare safely
partitioned so they cannotinterfere with one another On the other
hand,sud applicationsroutinelycoopente, so strict sepaation can-
not be enfoiced. We presenta formal modelfor demonstating the
absencef unintentionalinterferencein the presenceof contmolled in-
formation sharing amongcoopeating applications. The formaliza-
tion drawsfromthetedhniquesdevelopedor computeisecuritymodels
basednnoninterfeenceconceptsExcerptdromthemodelformaliza-
tion expressedn the language of SRI's Prototype\erification System
(PVS)areincluded.

1 Intr oduction

The aviation industryis graduallymoving toward the useof integratedmodular
avionics (IMA) for civilian transporiaircraft. IMA offerseconomicadwantagedy
hostingmultiple avionicsapplication®n asinglehardwareplatform. An important
concernfor IMA is ensuringthatapplicationsaresafelypartitionedsothey cannot
interferewith oneanotheyparticularlywhenhighlevelsof criticality areinvolved.
Furthermore|MA would allow applicationf differentcriticality to resideon the
sameplatform,raisingthe needfor strongassurancesf partitioning.

NASA's Langley ResearciCenter(LaRC) hasbeenpursuinginvestigationsnto
theavionicspartitioningproblem.Thisresearclis aimedatensuringsafepartition-
ing andlogical noninterferenceamongseparatepplicationsrunningon a shared
AvionicsComputeResourc€d ACR). Theinvestigationarestronglyinfluencedoy
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ongoingstandardizatiorefforts, in particular the work of RTCA committeeSC-
182,whichis currentlyrefiningthe ACR conceptandtherecentlycompletedAR-
INC 653 applicationexecutve (APEX) interfacestandard1].

We have developedaformal modelof partitioningsuitablefor evaluatingthe de-
signof anACR. Themodeldraws from the conceptuahndmathematicainodeling
techniqueslevelopedfor computersecurity This papersketchesa formulationof
partitioning requirementghat hasbeenrigorouslyformalizedusing the language
of PVS(PrototypeVerificationSystem)9]. A moredetailedaccountof the model
is availablein reportform [4]. This work wasperformedn the contet of a broad
programof appliedformal methodsactiity atLaRC|2].

2 Avionics Computer Resource

The Avionics ComputerResourcé (ACR) is an embeddedyenericcomputing
platform, ableto hostmultiple applications(avionics functions),while providing
spacgmemory)andtime (schedulingprotection.A softwareoperatingsystenms a
fundamentapartof the ACR platform,ensuringhattheexecutionof anapplication
doesnotinterferewith the executionof ary otherapplication.Dedicateccomputer
resourcesllocatedto applicationanustnot conflict or leadto memory schedule,
or interruptclashes. Sharedcomputerresourcesnust be allocatedin a way that
maintainghe integrity of theresourcesindthe separatiorof applications.

The ACR operatingsystenprovideshighly robust, kernel-level serviceghatmay
be useddirectly by the applicationdeveloperor sene asthe basisfor higherlevel
services. To earncertification,kernel servicesmust be developedin accordance
with regulatory requirementsuchas RTCA DO-178B[10]. When applications
having differentlevels of criticality resideon the sameACR, the kernelandother
key ACR componentsnustbe qualifiedat or above the level of the mostcritical
application.

Underlyingall aspectof the kernelis partition managementThe kernelman-
agespartitions using a deterministicschedulingregime (e.g., fixed round-robin
algorithmor rate monotonicalgorithm); controlscommunication$detweenparti-
tions; and provides consistentime managemenservices low-level I/O services,
and ACR-level healthmanagemenservices. Figure 1 shavs the ACR reference
architectureervisionedby SC-182(Level A is themostcritical, Level E theleast).

An ACR managesll hardwareresourcesesidingwithin the ACR andmonitors
accesso all hardwareresourcesonnectedo the ACR. Thekernelrunsonthe ACR
hardwarewith sufficientcontroloverall hardwareandsoftwareresources$o ensure
partitionsarenoninterfering As is typically requiredof securesystemsthis access
mediationmustbe completetamperproof,andassured.

In practice whatthis meands thatthe kernelexecutesn its own protecteddo-
main with the highestprivilege level available on the computer Servicesarere-

1The term “resource”is overloadedn this domain. In the name“ACR] resourcerefersto a
large structurecomposedf processohardwareandoperatingsystemsoftware. Most of thetime,
however, we usethetermresourcdo referto smallerentitiessuchasmemorylocations.
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Figurel: ACR Referencéirchitecture.

guestedhrougha well-definedinterfacemechanisnallowing usersto passparam-
etersandreceve results.Furthermorepartitionsdefinethe boundarie®f resource
protection.If processesr tasksareprovidedwithin partitions,ACR resourcepro-
tectionis notextendedo enforceseparatiormamongthem.

3 Formalizing Partitioning

We begin the formalizationdiscussiorby motivatingthe approachtaken. Note
thatthe scopeof theformal modelsis limited to issuesof spacepartitioning. Time
partitioningandothernotionsof separatiorarenot coveredin this paper

3.1 Security-Oriented Noninterference

Researcln computersecurityhasbeenactive for mary yearswherethreebroad
problemareasare generallyrecognized:1) confidentiality(secreg), 2) integrity
(no unauthorizednodification),and 3) denial of service. Much study hasbeen
directedat defensesecurityneedse.g.,the“multilevel security”problem whichis
primarily concernedvith confidentiality In thiswork themotivationcomedrom an
operatingervironmentwheremultiple usersaccessing commoncomputeisystem
have differentaccespermissions.

While mary modelshave beendevisedto characterizendformalizesecurity re-
searcherbave hadmuchsuccessvith thefamily of noninterfeencemodels Origi-
nally introducedo addressheconfidentialityproblem thesemodelscanbeapplied
to theintegrity problemaswell, whichis themainconcernn spacepartitioning.

Noninterferencenodelsfocuson the notion of programsexecutingon behalfof
(differently)authorizedisers Eachsuchprogramaffectsthesystemstatein various
ways as instructionsare executed. Usersmay view portionsof the systemstate
throughtheseprograms.Whatnoninterferenceneansn this contet is thatif user
v IS not authorizedo view informationgeneratedy useru, thenthe instructions
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executedby u’s programmay not influence(or interferewith) the computations
performedby v’s program. In otherwords, no informationthat v is ableto view
shouldhave beeninfluencedby anything computedy .

GoguerandMesauer[6,7] proposedhefirst noninterferencenodel. Paraphras-
ing their model,the noninterferenceequirementanbe statedasfollows:

R(u,v) 5 O([[w]],v) = O([[P(w, u)]],v)

where R(u, v) indicatesthatv may not view the outputsof «, [[w]] is the system
statethatresultsafterexecutinginstructionsequencey, P(w, u) is thesequencey
with all of u’s instructionspurgedfrom it, andO(s, v) extractsfrom states those
outputsviewable by v. What this assertiorrequiresis that v’s view of the state
is the sameregardlessf whetheru’s instructionsare executed. Hence,u cannot
“interfere” with v.

3.2 Extensionsto Noninterference

After GoguerandMeseuersoriginal formulation,otherresearcherstroduced
variationsand extensionsof their modelfor variouspurposes.importantsucces-
sorswere the intransitve versionsof noninterferencdormulatedby Haigh and
Young[8] andRushby[12]. RoscoeWoodcockandWulf introduceda notewvorthy
formulationbasednthe CSPprocesslgebrg11], whichemphasizedeterminism
asanoverridingprinciple.

Recentlyresearchersave begunto applynoninterferenceonceptd¢o modelthe
integrity of embeddedontrol systems.Dutertreand Stavridou developedan ele-
gantnoninterferencenodel[5] having somesimilaritiesto our own. Their model
adoptsa higherlevel of granularity taking taskexecutionasthe basicentity. This
modelalsotakestheimportantstepof addressingchedulingssuedo capturetime
partitioningpropertiesn additionto spacepartitioning.Whatthemodellackscom-
paredto oursis a provisionfor cooperatingartitions.

Wilding, Hardin and Greve offer anothermodelcalled“invariantperformance”
thatfalls in this sameline of development13]. Although couchedin somavhat
differentterminology their modelis lik ewisebasedn noninterferenceleas.They
pursueafine-grainedandconcretdormalismintendedo modellow-level hardware
mechanismaswell askernelservices.Schedulingpropertiesare an explicit part
of the model. Also includedis a PVS formulationof a prototypekernelknown as
Schultz,alongwith its invariantperformanceproperties.

While the purenoninterferencenodelis a powerful tool, its centralrequirement
is too strongto be usefulin a formalizationof partitioning. The strict separation
inducedby this modelis desirablen a securitycontext, but is too confiningin the
IMA contet. The reasonis that cooperationand communicationbetweenACR
partitionsis expresslyallowed,albeitundercontrolledconditions.

Two typesof cooperatiorcanexist in an ACR ervironment: direct cooperation
betweenpartitionssupportedoy operatingsystemservicesandindirect coopera-
tion taking placethroughmultiple accesdo avionics devices. The upshotis that
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it is permissibleundercontrolledconditions.for anapplicationu to influencethe
computation®f anothemapplicationv, makinga strict prohibitionof “interference”
toostrongarequirementlt is possibleo createaconditionalnoninterferencenodel
with suitableexemptionsbuilt in, but this runstherisk of exemptingtoo muchsys-
tembehaior. Intransitve noninterferencék ewisecouldbeusedo captureexemp-
tions. Insteadthe modelingapproachwe have pursuedakesthe essencef these
noninterferenceonceptandembedshemin a somevhatmodifiedframenork.

3.3 Modeling Partitioning

Drawing on LaRC’s work with the ReliableComputingPlatform(RCP)[3], our
modelingapproachresembleshe similar techniqueof comparisoragainsta “gold
standard. In RCR acomparisorbetweeradistributedimplementatiomndasingle-
processormplementationwasusedto formalizea notion of fault tolerance.In an
analogousvay, we usea comparisorbetweerafederatedystemandanintegrated
systemto formalizea notionof noninterference.

In bothtypesof comparisonyve startwith identicalapplicationsuites,we com-
parethe effects of runningapplicationsin two differentexecutionenvironments,
thenwe try to rule out undesirabldoehaiors that might resultwhenmaoving from
thestandardassumedorrect)architectureo the new (desired)architecture.

At thehighestlevel, thefollowing idealizedmethodsummarizes®ur approach:

e Givenan ACR andits applicationsmaptheminto an equvalentfederated
system(eachpartitionedapplicationin its own box).

e Model the externally visible behaior of the ACR with executiontraceTy.
AssigntracesTy, . . ., T,, tothecomponenbehaiorsin thefederatedystem.

e Requirethatif L(71,...,T,) isthesetof feasibleinterleavingsof 73, . . ., T,,,
thenTy € L(T1,...,T,) isavalid consequence.

Whatthis schemeaimsto dois rule outthe presencef arny obsenablebehaiors
in the ACR thatcannotbe duplicated at leastin principle, by an equvalentfeder
atedsystem.In otherwords,if the applicationsvere migratedfrom a federatedo
anintegratedarchitectureno new systembehaiors (modulominor schedulingdif-
ferencesyouldbeintroduced.Oneconsequencef this approachs the limitation
thatcertainmemorysharingarrangementsannotbe directly accommodateck.g.,
mary of thoseinvolving multiple readersandwriters. By adaptingthe techniques
of Section5, however, thesefeaturesshouldbe within reach.

4 NoninterferenceWithout Cooperation

As apreludeto thediscussioron cooperatre noninterferenceye begin with the
presentatiorof a simplerbaselinemodel,which assumesompletelyseparatep-
plications.No interpartitioncommunicatior(IPC) is allowedin this baselinecase.
Eachapplicationcomputesn isolation,having acces®nly to its own resources.
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4.1 BasicFramework

Therearesix aspect®f modelingwe areconcernedvith, eachdescribedelow.
This cateyorizationis usedin thefull presentatiof].

Representation. A minimal setof architecturatonceptss providedto rep-
resenffeaturessuchasaresourcenamespacethesystenresourcestate,and
the notionof commands.

Computation. Executionof commandsequenceandthe system$response
tracedform theessencef computations.

Separation. Considercomputationusing alternatve commandsequences,
in particular thosesequenceformedby purging all command®xceptthose
belongingto a singlepartition. Responsdracesresultingfrom the separate
executionof pugedcommandstreamsarecomparedigainssegmentsof the
integrated-systertrace.

Requirement. Having formedtracepairs,onefrom the original command
streamandthe otherfrom the purgedcommandstreamsyve stipulatethe par

titioning requirementsequality of the two traces.If this conditionalways
holds,the samecomputationsvill alwaysresult,whetherperformedn inte-

gratedor separatedlashion.

Policy. To achiere strongpartitioning, it is necessaryor the ACR to prop-
erly allocateresourcesnd enforceaccesgo thoseresourcesccordingto a
suitablepolicy. The policy andsystemdesignare choseno ensurethatthe
partitioningrequirements alwaysmet.

Verification. Having modeledcomputatiorfor the systemfeaturesof inter-
est,and capturedhe allocationandenforcemenpolicy, it remainsto shav
that the policy is a sufficient conditionfor the partitioningrequirement.A
proofis carriedoutto establistthisresult.

4.2 Model Elements

Detailsof thesix modelingelementsarepresentedbelow.

42.1

Representation The collectve stateof all applicationsrunningon an ACR

is modifiedin responséo eachinstructionor kernelservice. Stateincludesmain
memoryareasallocatedto applications,register bits in the processoitself, and
certaindevicesthat have memory-like semanticsIndividual stateelementgeside
in a setof locationscalledresouces denotedR. The valueheldby aresourcas
anunspecifiednformationunit drawvn from theset/. Thecurrentresouce stateis
givenby amappingS : R — 1.

Applicationscomputeby executingcommandswhich includeordinarymachine
instructiong(eithernative, emulatedor interpreted)kernelserviceprimitives,and
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possiblyotheroperations Eachis considerecgnatomicoperationyeadinga setof

argumentdrom the currentstateandwriting a setof resultsto updatethe state. A

commandrom thesetK is atuple(i,t,a, f,r), wherei is the D of the currently
runningapplicationf is thecommandype,a is aresourcdist indicatingarguments
to beread, f is a functionwith signaturef : I* — I* representinga computation
on the amguments,andr is a resourcdist indicatingwhereresultsfrom function

f shouldbe written. We representommandsequenceandtracesby thelist data
type,semanticallyequialentto thatof Lisp.

4.2.2 Computation Executionof acommando produceanew valueof thesystem
stateis modeledby a function X : K x § — S. The currentstateis defined
recursvely by thecumulatve applicationof X to acommandist from K* :

whereC' is a commandist, k£ is a command,andoc denoteghe sequencer list
appendperation.

As computationsevolve, the resultsproducedby a commandsequencdorm a
computatiortrace A traceevent,dravn from the setE, containsthe valuescom-
putedby the commandand someidentifying informationaswell. Construction
of tracesproceedsy applyingthe functionT : K x S — FE, which yieldsthe
computatioreventcorrespondingo acommands execution. Thecompletetraceis
definedrecursvely by thecumulatve applicationof T to acommandist from K* :

Thus,we have for acommandist C' two key computationaproducts:S(C) is
the stateafterexecutingall thecommandsn C', and D(C) is thetracerecordingall
the computedesults. Thesevaluesdescribecomputatiorwithin the confinesof a
singleprocessqmwith instructiondrom differentpartitionsinterleavedin thelist C.

We focuson computatiortracesbecausehe domainis realtime control, where
it is importantto ensurethat outputssentto actuatorsarecorrect. Stateinvariants
fall onestepshortof whatis neededlt is not enoughto checkthatmemoryvalues
areappropriateywhatmatterss whatthe systemdoeswith suchvalues.

4.2.3 Separation Now considethemappingof thesingleprocessofIMA) system
into its equialentfederatedsystemof multiple processorsOur goalis to take the
samecommandstreamandconsidercomputatiorundertwo differentarchitectures,
integratedandfederated The methodis to separat@nintegratedcommandstream
into differentthreadsof commandspnefor eachapplication(partition). Thencom-
putationis carriedout separatelyor eachindividual thread.
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Firstwe provide a purge functionto separatehe original commandstreaminto
thedifferentthreads.P : K* x A — K* denoteshe purge? function, mappinga
commandist C andapplicationID « into the appropriatesubsequencef C'. We
overloadthe purgefunctionby addinga versionof it for traces.P : E* x A — E*
extractsthoseelementof a computatiortracebelongingto applicationa.

4.2.4 Requirement In the integratedsystem,the computationtrace producedin
responséo acommandist C'is simply D(C'). We wishto compargportionsof this
traceto its analogdn thefederatedsystem.

When(C is separatethto subsequencdmsedn partition,we have thatthecom-
putationtracefor caseu is givenby D(P(C,a)). Constructsucha tracefor each
valuea, thencomparet to thesubtracdoundby pumingtheintegratedraceD(C).
Thusthefinal partitioningrequirementve seekhastheform:

Va : P(D(C),a) = D(P(C,a))

The right handside representshe computationappliedto eachcommandthread
separately Eachprocessoin the federatedsystemis assumedo be identicalto
the original, having the full complemenbf resourcesalthoughmostwill not be
accessedwe hope)for a givenchoiceof a. This formulationis similar to that of
DutertreandStavridou [5].

Figure2 illustratesthe relationshipof the variouslists andtracesin the manner
of a classiccommutingdiagram,showving the familiar algebraicform of a homo-
morphism.In the figure we useCj to representhe original commandist for the
integratedsystemandT = D(Cy) its resultingcomputatiortrace. ThenC; through
C,, arethepugedcommandists and7; throughT,, aretheirresultingtraces.

If the accesscontrol policy of the systemis working properly thenthe effect
of separations invisible, yielding the samecomputationresultsasthe integrated
system. If, however, the policy or its enforcements flawed in someway, one or
moreof thetracepairsabove will differ, signalingafailureto achieve partitioning.

°Theterm*“purge” wasretainedbecausef its historicalusein noninterferencenodels although
we now complemenits selectiorsemanticsP(C, a) purgeseverythingnotbelongingto a.
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425 policy Withthehelpof protectionfeaturesembeddedh processohardware,
the kernelenforcesan accesscontrol policy on the useof systemresources.We
denoteby the predicateH (C) the conditionof commandist C' adheringto sucha
policy andotherwell-formednesgriteria. The policy andtype of enforcemenare
systemdependentit is not possibleto be moreexplicit aboutthe detailswithout
consideringhedesignfeaturegshemseles.

4.2.6 Verification Pulling togetherall the pieces,we cannow statethe theorem
neededo establisithatan ACR designachiezesstrongpartitioning:

H(C)D>Va:P(D(C),a) = D(P(C,a))

A proof of this conjecturdor all commandists C' shawvsthatthe applicationswill
bewell partitionedunderACR control.

4.3 PVSFormalization

A formalizationof the baselinenoninterferencenodelwascarriedout usingthe
languageof PVS. This baselineassumes simple IMA architecturefor a system
having afixedsetof applicationspnly a singletype of commandmachinenstruc-
tions), andno interpartitioncommunication Assumefurther thateachresourcds
accessibldy at mostoneapplication andresourceallocationandaccessightsare
static(permanenthassigned).

Nearlyall of theformalizationnecessaryo capturethe baselinanodelis unsur
prisingandwe omit mostof the details. We usethe expressiongio_al | ( cnds)
to denoteD(C) andpur ge( cds, a) to denoteP(C, a).

Letusnow turnto theaccesgontrolpolicy. Readandwrite accessnodesarein-
dependenthsupported Eachresourcehasanaccessontrollist (ACL) namingthe
applicationghathave accesdo it andin whatmode(s).This degreeof granularity
is differentfrom what a kernelimplementatiorwould maintain,wherea rangeof
resourcesvould likely beassignedo oneACL.

access_node: TYPE
access_right: TYPE

{ READ, WRI TE}

[# appl _id: appl _id,
node: access_node #]

set[access_right]

[resource -> access_set]

access_set: TYPE
al l ocation: TYPE

This schemeworks to describeusesof memoryand somedevices. Input devices
couldhave read-onlyaccessvhile outputdeviceswould bewrite-only.
Commandlists adheringto the policy mustsatisfya pr oper _access predi-
cate,which requiresthatfor every commandihe applicationhasreadaccesdo all
argumentresourcesandwrite accesdo all resultresources.A predicateal | oc
declareghe acces<ontrol in effect for a given system. The following condition
asserta key requiremengaboutal | oc, namely thata staticallocationalsoobeys
exclusivity (at mostoneapplicationhasaccessightsto eachresource).
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static_exclusive(alloc_fn: allocation): bool =
FORALL (r: resource):
EXI STS (a: appl _id):
FORALL (ar: access_right):
menber (ar, alloc_fn(r)) IMPLIES a = appl _id(ar)

alloc: {p: allocation | static_exclusive(p)}

Finally, we arrive atthepointwherewe mustprove thatenforcemenof thepolicy
is asufficient conditionfor the partitioningrequirement.

wel | _partitioned: THEOREM
proper _access(cnds) | MPLI ES
purge(do_all (cmds), a) = do_all (purge(cnds, a))

A completelymechanicaproof of thetheoremmel | _parti ti oned hasbeen
constructedisingthe PVStheoremprover. It relieson ninesupportingemmasthe
principalonebeingthefollowing.

state_invariant: LEMVA
proper_access(cnds) AND
menber ((# appl _id := a, node := READ #), alloc(r))
| MPLI ES
state(cnds) (r) = state(purge(cnds, a))(r)

5 Cooperative Noninterference

We now considerthe problemof introducinglPC servicego the ACR architec-
tureandderiving a notionof noninterferencéhataccommodatesooperatingppli-
cations. This featureis not addressedtby eitherof the contemporaryMA models
mentionedearlier [5, 13]. We draw a distinction betweenresouce partitioning,
protectingresourcesaccessiblgo applications,and communicatiorpartitioning,
protectingprivatedataheldby thekernel. Theoverall partitioningmodelis divided
into two partsbasedn this distinction.

Section5.1 describegheformalismfor shaving whenapplicationresourcesire
protectedirom directinterferenceby otherapplicationswhich is an extensionof
the modelin Section4. Interpartitioncommunicationmplementedy the kernel
(or otherACR entities)presentshe possibility of interferencenccurringwithin the
kernels domain. Section5.2 developsthe formalismfor shaving whenthe kernel
canbeconsideredreeof flaws from this secondypeof interference.

We assumea basicIMA architecturehaving the samecharacteristicas before
with theadditionof IPC servicesThis leadsto two classe®f commandsmachine
instructionsplus genericlPC kernelservices. The exacttypesof communication
andspecifickernelservicesarenotimportantfor establishingesourcepartitioning,
but they do play arolein establishinggommunicatiorpartitioning.

WhenlPC capabilityis addedthecentralproblemthatarisess thatpartitionsare
no longernoninterferingn the strict sense Communicatingpplicationgdoindeed
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“interfere” with oneanother But this interdependencis intentional,andwe must
accepthe cooperatre interactionswvhile prohibitingthe unintendednes.

Theprimarymeansf achieving thisgoalis architectural We obseretherestric-
tion thatIPC is only allowedto occurthroughkernelservicesno shared-memory
communicationis permitted. SomelPC servicescauseupdatesto application-
ownedresourcesWe incorporateconstraintssufiicient to keepsuchupdateson-
finedto onepartitionatatime. The netresultis thatwe canassurehatthird-party
partitionsareprotectedrom unintendeckeffectsduringIPC actity.

Modeling this arrangementequiresadditionalmechanism$asedon the intro-
ductionof globalandlocal portionsof the systemstate.Local statesarereplicated
asbeforeto captureheseparateomputation®f isolatedprocessorsA globalstate
is usedto capturethe computation®f a partof the systemwe wish to holdin com-
monfor eachreplicatedentity. Therolesof localversugglobalwill alternatefor the
two typesof noninterferenceve seekto establish.

5.1 Resoure Partitioning

Considerfirst the problemof shaving that individually owned resourceseld
by anapplicationare shieldedfrom directinterference Otherapplicationscanin-
fluenceresourcesndirectly, by sendinginformationthroughlPC channelsput it
shouldbeimpossiblefor themto accessesourceslirectly. By enforcinganaccess
controlpolicy on IPC servicesaswell asprocessomstructionsfesourcepartition-
ing canbedemonstrated.

This resultis obtainedby replicatingresourcestatesasbefore.IPC servicege-
quire specialtreatmenthowever. IPC commandexecutiondraws inputsfrom both
the resourcestateandthe IPC state,andlik ewise producesoutputsfor both. We
are not concernedvith the detailsof IPC stateupdatesbecausave only wish to
comparethe resultsproducedby all the applications.As long asthe sameeffects
occurin bothfederatecandintegratedarchitecturesthe exact natureof interparti-
tion communications immaterial.

This arrangemenheverthelessomplicateshe elaborationof systemcomputa-
tions. Resourcestatesarenow interdependent—is no longerpossibleto separate
the commandsequencesia P(C, a) andthentake the systems responseo each
separatestream.Doing sowould missthe effectsof IPC from anapplications IPC
partnersHence the elaboratiorof systemcomputationss moreintertwined,mak-
ing concisemathematicahotationdifficult to achieze. FormalizationusingPVS
functions,however, is readily accomplishedThe definitionsthat follow show the
replicationof resourcestatesvhile maintainingacommonlPC state asdepictedn
Figure3.

We begin with the typesrepresentinghe new stateconcepts. Local portions
of the systemstateare accessedby indexing with applicationIDs. In additionto
resourcestates,computationtracesare kept within this structure. Tracesare not
partof the systemstate;it is simply cornvenientto keepa partition’s tracetogether
with its correspondingesourcestate.



12 Di Vito
Local:
P1 P2 P3 P4 res state
trace
: Global:
Kernel (IPC services)
IPC state

Figure3: Globalvs. local component$or resourcepartitioning.

trace_state_appl: TYPE = [# trace: conp_trace,
res: res_state #]
init_trace_state_appl: trace_state_ appl =
(# trace :=null, res :=initial _res_state #)
trace_state vector: TYPE = [appl _id -> trace_state_appl]
trace_state full: TYPE = [# local: trace_state_vector,

gl obal : I PC state #]

It is also helpful to collect the local stateand trace updateexpressionsnto a

singleupdatefunction.

conmp_step(c: command, local: trace_state_appl

global: IPC state): trace_state_appl =
IF cnmd_type(c) = I PC
THEN (# trace := cons(IPC event(c, res(local),
gl obal ),

trace(l ocal)),
res(exec_I PC(c, res(local),
gl obal)) #)
cons(I NSTR event (c, res(local)),
trace(l ocal)),
execute(c, res(local)) #)

res

ELSE (# trace

res
ENDI F

A commandist is executedoy theensembl®f separat@rocessorandthecom-

mon “kernel” that senesthem. Eachcommandupdatesthe local statefor one
partitionand,in the caseof IPC commandsthe global IPC state(Figure4).

Thefunctiondo_al | _pur ge combineghe rolespreviously senedby the two

functionsdo_al | andpur ge. Two componentsreproducedoy this function: a
vectorof resourcestatesandtracespnefor eachapplicationandasingle,common

IP

C state. Executionof commandswithin do_al | _pur ge keepsthe partitions

separatevhile allowing acommonlPC stateto evolve, thusensuringhatpartitions
receve meaningfulvaluesfrom their IPC operationsjust asthey do in the fully
integratedsystem.
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do_all _purge(crmds: cnd_list): RECURSIVE trace_state full =
CASES cnmds OF

null: (# |ocal = LAVBDA (a: appl _id):
init_trace_state_appl
global :=initial IPC state #),

cons(c, rest):
LET prev = do_all _purge(rest) IN
(# local :=
LAMBDA (a: appl _id):
IF a = appl _id(c)
THEN conp_step(c, |ocal (prev)(a),
gl obal (prev))
ELSE | ocal (prev) (a)
ENDI F,
gl obal :=
IF cnd_type(c) = I PC
THEN | PC(exec_I PC(c,
res(local (prev) (appl _id(c))),
gl obal (prev)))
ELSE gl obal (prev)
ENDI F
#)
ENDCASES  MEASURE | engt h( cnds)

Figure4: Computatiorin theresourcepartitioningmodel.

Accesscontrol policy in this designis identicalto the baselinecase.EachIPC
commandmust adhereto the sameaccessconstraintsas instructioncommands.
Consequentlyan IPC commandmay accesonly thoseresourcesssignedo the
partitionrequestinghe IPC service.This is areasonableestriction,andit is suffi-
cientto ensurestrongpartitioning.

Themaintheoremfor resourcepartitioningcanbe expresseasfollows:

wel | _partitioned: THEOREM
proper _access(cnds) | MPLI ES
purge(do_all (cmds), a) =
trace(l ocal (do_all _purge(cnds))(a))

Thistheoremhasbeenprovedin PVSwith thehelpof some20 supportingemmas.
Theproofwasmoreinvolvedthanthebaselinecase put not overly so.

Shavn below is the stateinvariantthatholdsaftereachcommand.Theinvariant
assertstate-matchingonditionsfor bothlocal andglobalstatecomponents.

state_invariant: THEOREM
proper _access(cnds) | MPLI ES
(FORALL a: state_mmtch(a,
res(state(cnds)),
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res(local (do_all _purge(cnds))(a)))) AND
| PC(state(cnds)) = gl obal (do_al |l _purge(cnds))

5.2 Communication Partitioning

Theresourcepartitioningrequiremenbffersassurancagainstirectinterference
causedy otherapplications Aslongasacomputatiorproceedentirelywithin one
partition, this propertyis sufficient to achieze independenbperation.If, however,
communicatiorwith otherapplicationstakes place,thereare additionalpoints of
vulnerability In particular whendatais in transitfrom one partition to anothey
temporarilybeingheldwithin private ACR datastructuregatherthanpartitionre-
sourcesthereis a possibility of mishandlingthatis not coveredby the previously
statedrequirements.

5.2.1 Inversion of SystemModel Our approachs to apply the foregoing modeling
framewvork andadaptit to the communicationinterferenceproblem. Whatthisin-
volvesis takingthetraditionalnoninterferenceonceptandturningit upsidedown.
Ratherthan separatinghe applications,we chooseinsteadto separatethe IPC
mechanismsvithin the kernel. We assumehe kernelimplementdPC usingcon-
ventionaltechniquesuchasportsor channels.Imaginethatwe canseparateind
replicatethe kernel’s processingassigningeachport or channelto its own kernel
“machin€’ Thenwe applythetechniquesf theprevioussectionjnterchangindghe
rolesof partitionsandkernel. The partitionsbecomehe entity we holdin common
while thekernelsIPC channeldbecoméheobjectsof separationasif implemented
by afederatedsystem.
Applicationof theIPC noninterferencéechniquerequireshefollowing steps.

¢ Identify the virtual IPC structuresmplementedwithin the kernel, suchas
ports,channelspipes,etc. Createa vectorof local statedor thekernelbased
onthesaPC structures.

e Createa global statecontainingthe partitionresourcesModel computation
of regularmachinenstructionswith respecto thecommonglobalstate.

¢ Model computationof IPC serviceswith respecto the particularlocal state
correspondingo the designategbort, channelgtc.

e Assertthatthe computatiorresultsof the integratedsystemarethe sameas
thoseof the IPC-basedederatedsystem.

Fromthe modelingstandpointthis schemeproducesa valuabledual of thetra-
ditional noninterferencstructure althoughit may appeatessintuitive. Moreover,
the approachrequiresmodelingmore of the systemdesignthanis the casewith
resourcepartitioning. It is alsoimportantto notethat no guaranteef functional
correctnes$or IPC servicess inherentithe methodonly demonstratethatthe IPC
structuresreindependentNeverthelessthemethodoffersatractablemeansof ad-
dressinghe questiorof low-level interferencewithin an ACR'’s operatingsystem.
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Global:
P1 p2 P3 P4 res state
trace
C3 —T
c1 Local:
L] ca IPC state
c2

C5 —

Figure5: Globalvs. local component$or communicatiorpartitioning.

5.2.2 PVSRendition Assumeaport-basedPC mechanisniaving thetwo services
SEND andRECEIVE. No restrictionsare placedon connecwity; portsmay con-
necttwo or morepartitions.Ordinaryqueueindgehaior within thevirtual channels
is obsered. Thekernels internalstateneededo implementlPC is separatedhto
multiple copies,one for eachport in the federatedsystemmodel, andthe setis
collectedinto a structureandreferredto aslocal stateqFigure5). IPC commands
operateontheglobalstateandoneof thelocal states Corversely instructioncom-
mandsoperateonly ontheglobalstate.

The elaborationof computationis invertedfrom the modelof Section5.1, but
otherwiseworks in the samemanner A compositestructurecontainingthe local
andglobalstatedogethemwith the computatiortraceis maintained Only onecom-
putationtrace,correspondingo the globalresourcestate js necessary

| PC_state_vector: TYPE
trace_state full: TYPE

[ port -> | PC state]

[# local: |PC_state_vector,
gl obal : res_state,
trace: conp_trace #]

A commandist is executedby theensembl®f partitionsononecommonprocessor
andseparat&ernelsfor eachport/channelFigure6 shavsthedetalils.
Thefunctiondo_al | _por t s playsthesameroleasdo_al | _pur ge in there-
sourcepartitioning model. Three componentsare producedby this function: a
vectorof IPC statespnefor eachport; a single,commonresourcestate;anda sin-
gle computatiortrace. Executionof commandswithin do_al | _port s keepsthe
IPC portstructureseparatavhile allowing acommonresourcestateto evolve.
Themaintheoremfor IPC partitioningcanbe expresseasfollows:

wel | _partitioned: THEOREM
do_all (cnds) = trace(do_all _ports(cnds))

Thistheoremhasbeenprovedin PVSwith thehelpof five supportingemmas.The
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do_all _ports(crmds: cnd_list): RECURSIVE trace_state full =
CASES cnmds OF

null: (# |ocal = LAMBDA (p: port): initial _|IPC state,
global :=initial_res_state,
trace = null #),

cons(c, rest):
LET prev = do_all _ports(rest) IN
IF cnd_type(c) = INSTR

THEN (# | ocal = | ocal (prev),
gl obal := execute(c, global (prev)),
trace :=

cons(I NSTR event (c, gl obal (prev)),
trace(prev)) #)
ELSE (# local :=
LAVBDA (p: port):
IF p = port(c)
THEN | PC(exec_I| PC(c, gl obal (prev),
|l ocal (prev)(p)))
ELSE | ocal (prev) (p)
ENDI F,
gl obal : =
res(exec_I PC(c, gl obal (prev),
| ocal (prev)(port(c)))),
trace :=
cons(| PC event (c, gl obal (prev),
| ocal (prev)(port(c))),
trace(prev)) #)
ENDI F
ENDCASES  MEASURE | engt h( cnds)

Figure6: Computatiorin thecommunicatiorpartitioningmodel.

proof wassimplerthanthatof the previous models,owing to the simple natureof
thelPC mechanisnemployed.

Theoverall stateinvariantis shovn belov. This invariantassertstatematching
conditionsfor bothlocal andglobalstatecomponents.

state_invariant: THEOREM
res(state(cnds)) = global (do_all_ports(cnds)) AND
FORALL p: IPC(state(cnds))(p) =
l ocal (do_all _ports(cmds)) (p)(p)

In placeof anaccesgontrolpolicy, thecommunicatiorpartitioningmodelmight
requireassertiongbouthow the kernelmanagedts internalresourcesysingthese
assertionso establisithe noninterferenceondition. Nonewasusedheredueto a
highly abstractPC design.A morerealisticdesignandformalizationwould likely
requiresuchresourcananagementonstraints.
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6 Conclusion

We have presented formal modelof partitioningsuitablefor analyzingan ACR
architectureBasedn parton conceptsiravn from thenoninterferencenodelused
by researchers informationsecurity the modelconsiderghe way computations
evolve in different systemarchitectures.By defining what the systemresponse
shouldbein the caseof a systemof separate@rocessorghe potentiallyinterfering
effectsof integrationcanbe assessedndidentified.

By continuingthe developmentbegun here,morerealisticmodelinstancesan
be constructechnd usedto representmore complex systemswith a variety of ar
chitecturalfeaturesandspecifickernelservices The PVS notationwasfoundto be
effectivein expressinghemodel,thekey requirementsandthesupportingemmas.
The PVS prover wasalsofoundto be usefulin carryingout the interactve proofs,
all of whichwerecompletedor thedesignsundertalen.

In additionto IPC servicesthereis anotherareawhereapplicationamay affect
eachother namely where external avionics devices are sharedamongmultiple
partitions. Allocation of suchdevicesis typically dedicatedatherthansharedut
multiplexedaccesss possiblein somearchitecturestor this reasona partitioning
model shouldaccommodatehis type of sharingif the needarises. We have not
extendedour coremodelto coverthis case put anticipateno problemsn doingso.
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